

Bank of England 




kGCO Name(s) 


GCHQ Top level Aim with Custonter 


3ANK MISSION 


1 


Contribute to Bank decision -ma king on issues affecting UK economic stability. 1 


[To support UK economic stability- 



Top (fiv6) Objectives in 08-09 



1. Continue provision of intelligence relating to risks to UK economic stability 



Bank Current Headline Issues 


3CHQ Areas of 1 mpact 


Global credit crunch, Risks of major ope rational disruption to the UK's 
financial markets (or foreign financial infrastructure on which it relies, such 
as Euroclear, Clearstream, SWIFT), China & SWFs 


Provision of EPR to support Bank decisions on UK economic stability, particularly regarding economic policy & 
developments in G1Q countries. EPR on electronic attack to help Bank assess risk to UK financial infrastructure. 
Good line of STRAP 3 reporting in Autumn 08. 


GCHQ Products and Services 


1. EPR 



SECONDES 




Posts 



opie (rames) 



IGCHQ Le jdsjs) 



ajor issues and targets for [>S-Ofl 



|AP 



R done 



f 



raffic light 



Governor pviervyn King 



PI 



Depfjt/ 
Governor, 
Rnanciaf 
StabHiiy 


Sir John Gieve 
Andrew Baitey 
Stuart Atten 


DHLNT/ODO 
DHLNT/OCO 
DHLNT/OCO 








Chi&f 
Cashier 


STRAPSO 

















Cabinet Office & Number 10 




GCO Namefs) 


GCHQ Tod level Aim with Customer 


CABINET OFFICE MISSION 




Cabinet Office is assured of GCi-IQ's effective governance and financial management and 
recognises our role as a critical member of the Whitehall policy-making community; The 
PM recognises and values GCHQ's contribution to the UK's National Security 


To make Government work better by 
(\) supporting the Prime Minister, (ii) 
supporting the Cabinet and (iii) 
strengthening the civil service 





Top Objectives in 08-09 



1. Agreement and successful implementation of an lA governance regime that recognises CESG's role as National Authority and puts lA where it needs to be on the 
Government agenda 

2. Our (still fragile) representation at Cabinet Office-led foreign policy meetings is strengthened and success maintained through the turn over of Heads of 
intelligence 

3. GCHQ responds more consistently and coherently to Cabinet Office demands for technical expertise on issues relating to interception, lAand the Internet 

4. As a result of the Constitutional Reform Bill, GCHQ is aligned constitutionally with SIS and BSS and suffers no impact to its operations. 

5. In support of Cabinet Office and as lead Agency, GCHQ drives forward the UK's response to CNCI 

@. Bring influence to bear on HMG and international (in particular EU) legislation, policies and strategies and to ensure continuing GCHQ operations, outcomes and 
added value 

7. Director GCHQ hosts a visit by the PM to Cheltenham 



Cabinet Office Current Headline Issues 


GCHQ Areas of Engagement 


Service transformation (eGovenment etc); Data handling review; Problems 
facing the SCOPE programme; Review of the JIC R&P process; 
Constitutional Reform 


n helping to inform and shape Government Policy - As a key contributor to the JIC and 
intelligence assessment process - As a partner in determining the future for Agency or lA 
Governance, funding and oversight - In helping to deliver Government's response to 
crises - In ensuring that GCHQ interests/equities are acknowledged in the drafting, or 
application, of UK and EU legislation - As a partner in progressing the future of SCOPE 



intereati; in dealings with, HMT - In erisuriifin the Cabinet Office fi 

accurately Agency Int&rESits through the P^rlii^mentary estimate and vote and through 
HMTs in-year mainag&mfirit prcic&sseSi 



GCIHO Prod:uiGts and Services 



1. EPR 2. Tip -off 3. Paliicy input 4. Technical tup pcft 5. In ysrar p^ifcfniB.nce' repcrtifig 



SECGMDEES 



('A g s« s s trmm S^fis 




(iSRG, PREVENT]; 




fc^aople Inariies) pCHQ iLgjaajsli Bjjgr|taueS- arid larfiiets for jgjg^ 



Gordon Grown 




PUS 



Jeremy H-aywood^ 



PS fof fomign alfBffs 



Tom Fletcher 



APS fof ibrejgjt aff3fi^ 



Niclk Cats^r,aSi 



PS fHf hanis ^ffa^fi 



S-iition Kini 



PS for RREVENL CT, 



Not cleared 



SPAD 



Matt C-avana^h | 



SPAD 



Michael Jacobs 



SPAD 



Justin Fors-yth 



? 



SPAD 



Stuart Wmd 



Eric Hepburn 



SJRAPSO Cm h^der 



JO-hn Grf^V^ 



SaS 



EdiMiliiband 




IDi rector 



no 01 titv riOfffv \yivu 
ServlCB 


Gus O^Donnell 


Director 






PM's National Sovunty 
Advisor 




Director 






PM's Foreign PoScy 
Advisor 


Simon IVlcDonald 


Dion behalf of DGO 






PM's internattonaL 
economic St europaan 
policy advisor 










JonCunliffe 


Dl 






Head of intelligence 

ass&ssment and 
chairman of the JfC 


Alnv Allow 








Director, Central 

Intalligence 

Assessment 


Tim Dowse , 


Dl 






DifP'rfnr ^p-rti{it\/ and 
Intelligence 


Chris Wright 


DP/DIAy^H 








neau Of tnv r^iopfiety 

8c ethics team 


Sue Grey 


DB 






Director Pay 


Chns Johnson 


DB 






Legal advisors and 
CoCAD 












HdofCSiA 


Roger Styles , 








Director General, 
ODSec 


IVIargaret Aldred 


Dl 






Hd, transfomjatfonai 
government and 
Cabinet Office 

management 


Alexis Cleveland 


Director 






Parliamentary Counsel 
Office 












Director SCOPE 








Michael Taylor 



















op Icv^ L Aim with Customer 



VIISSION 




Pevs<bp thdr Qi:i-g|a^Qmen[£ indth the PREVENT' (s-tiaefilically thci intalligiancai CQmmLLnily and pronnst^ 



till I id I n g RbsI I lont CoiTimunltie& 



1j linpri^¥6 
d^y Id day { 



Top (five) Objectives In OS -09 




ip (Sea, P^ifinSec, DG) with SECRET PREVEMT (Dl 




ejii¥ unffifrf^j^t^rdlngj or Hit^W I ril^lJig^iie^ fits ii^ ithitir 





Cu rmnit Hlciadiin^' Issujee. 


GC HQ, Areas, af Imoaet 


1: CQinm!ijnhJe& ^urvs-v^f ifi^OOO'to 20^000 2: R&l^varu of Ir-^dltlonal Sifllr^ 
3: Politico! crisis. bstwoQru rtsls as S«r l-or R«ipE3rtlng(?) Departjuenl for 
SEC RET PEtE VEh land C onnmunij4J'Q-£'' oft go vq r n ma riit" p-rcf 1 le 4: In met 


1: Bulk hsmaval Q-f s-xtnamlst m at q rial from internal 2: Cs^crdinalic^n and c^op^iralion cvor PREVEMT communltv' 
3c4iviljQ£ 3:c^n iriburU party la PR E^^E HT 4: Home Sacmta ry' & a ki y S^uitky ting 




jH^ EPR 2: TIp-cffa 3.: non-rastdf&m GCO sflffvl-CB 4: £;IT cinmnae^iiviiy 5: lA oonsulEatI on 6i P^FVENT activliy- planning input 



SECOhlOEE 



]or Issues and targais tor 0&-di9 



tir, Di 



fSiS. js-s.i: Po lill ^c^sll sh If I: a w.ay from PE U en fgag-em-s n t w i th ^E-CR FT PR.EV E.blT T a rgeis : ± 
SECRET PREVEtJT ^^^^^fl) 2: JAeducatLan 



P&rmS&c ^ter Housden 



IDG 

Cohesion 

and 



D Cohe^on 3avld WllLLams 



H/PEU 



Manag&r 



Businsss 
ManE}ger 



Agency 
iiBison 



Cainpeign 
and 

Marketing 



pso/ 

STRAPSO 



D/DSO/ 
STRAPSO 



Susan SchoLefLeLd 



Dl, H/Int CT 



PREVENT Co- 
ordinator 



Jonathan Fraeman 



Jenan Hasan 



3anleL Qreav«s 
joulse Boyle 
d WhltLng 



an Pyott 
^eter Usher 



PREVENT Co- 
srdLnator 

REVENT Co- 
ordtnator 

5 CO 
(3 CO 

(3 CO 



GCO, CAM, CE5Q 
St rat 

3CO, CAM, CESG 
Strat 



^sues: PoDttcal shtft away from PEU engagement with SECRET PREVENT Targets: 1 : 
mprove engagement from Communities Senior Leadersh^ (SoS, PtiimSec, DO, D) wtth 
SECRET PREVENT {Dl, ^^^^^|) 2: LA education 

ssues: Tension between role as Senior Responsible Officer for SECRET PREVENT and 
political direction from SoS for moderation of PEU engagement with SECRET PREVENT, 
rargetsi 1 : I mgrov^noaaeme nt from Commu n it ies Sen io r l-eadersh ip wit h S ECRET 
REVENT (Dl, ^I^HH) 2: lA educatEon 

ssues: Political shift away from PEU engagement with SECRET PREVENT Targets: 1: 
mprove engagement from Communities Senior Leadership (SoS, PermSec, DG, D) with 
SECRET PEiEVENT (Dl, ^^^^^|) 2: lA educatEon 

ssues: Lack of exposur^^ntelliaenc^n^^ In the usage of tt. Target: Focused, 

directed education {^^^^^^^^1^ ^^^^^1^ 

Issues: Very busy. De legated nwst of h Is en gagement w Itti agencies. Targets: lA education 

ssues: None Targets: lA education 
ssues: None Target: lA education 
ssues: None Targets: lA education 



ssues: separate building to delivery staff. Targets: I A partnership 
ssues: separate building to delivery staff. Targets: I A partnership 





Children, Schools & Families (DCSF) 






jCHQ Top level Aim with Customer 


MISSION 


1 

^^^^^^^ 


Maintain conduit through to Ed Balls 


To make England the best place in the world for 
children and young people to prow up 




1: Promotionand deli very of I A service ( 
I) 



) 2: Ensure appropriate participation in PREVENT community 3: Ensure delivery of reporting service on radicalisation (I 



Current Headline Issues 


GCHQ Areas of Im pact 




^one - mostly satisfied by JTAC and Assessment Staff assessment pieces 



GCHQ Products and Services 




1 : EP R 2: non-resld ent ad-ho c G CO serv I ce 



SECONDEE y 



Posts 


People f names) 


GCHQLe4ds[s) 


Major issues and targets for OS -09 


APR done 


Traffic light 


SoS 


Ed Balls 


None 








PennSec 


David Bell 


None 










Hermione Gough 


None 









RESTRICTED 





DECC 


Annex B2 to DIR/32&4ng06J3n, 2 JuBy Q8 




3S\iaTm bcYrlAirii niBh Cej 




tTcC HBSIl!)rJ 






^rkimih lo iitfluflnce UK fcnergy policy and prav«ni damaging clbnadB chdngA. 

iVailc nnilh DECC in wrAhVaihem in wnsns^v hualnw^s iiwTanniiiJDn ritf-t E'lifKliLnely and ht>\p ati'si'st EhtHr 
jqn nULu-an 7i?iiri:a min uni f i^^Lj 


Tdi Bn^unc tha supply and &f 11 dent ojst aJcteara, safe a;nd cnm pe t iciw pHcHl lenfrigy ^nd rruiiagi 
enDr-iTV liubilrliM Md'tJckL tht! Cwin - nia b^l - diall ungE-^j cF cn^rnv? Li^cirritv fin^ Lli rna.le cliiiniK. 







Tap 01)|SBtive5 ir 



1. Drvclapi.ncEalidfi'shlp vtHh SKmEiny nf Stair's nJicrlby provcding JcguEar.brirf ing^ on linw imlcllb^n^r im fun rici hp UKcnrrpy policy. ■! HINT) Z. Supporf DECdkroiugh period [ff Eurmoil during nliiblishiniBnl: mid buildinp niciWD. {IDIHIHT]i 3*. WdHi 
wifBi DECC iidiKkv^kjp plans: lor prtrr'itiem tfF Mcurfi IT in S^iS While lu El RluCe to mee^u^^h- rH|LijrErT«-jfl-s (ITSD^. 4. iSuppbri DE&C's object iv^s !« meshing diEti^t^ £ han gt- bthI ^erg))' i^Cauitf pnlt^ [OPf>T5l}. 

A; iD^ve-lDp sanuBi rel-jLicnL^liipa In wder bo dEvehp a eI sax view niruEure rnf uir«iii?nt?i frnn, and rekil^nili-lpa n'iHi, DEiJC 







mxinui mng uif scnergyr saiijjrj[y i^y engsuging wiin mnergy pj«jUJLII!l zlihi 

can^mcrs !□ precnctc Investniinlpliranapairend^snd -epen, nmp4liljve nsarh.e^ii:. 
jAvatding dange-rcHi!i--cLlniLii4! chanpe 1^ achieving nnbKmatidfial -cansflnsuL- on fiiiiiislEin£ 

tar^^Es Ihroiifph Ihc UNF{]^{]£ pr^dni;. cnddu raping EHA dd vtiopnicn t af. rc-Jimvaibic 
■Energy bechnnldgies and ^"viis^ o'\l produDers a sijki! in reniiw^blt Bciergy b;^ 
cncDuraglng lEiarni 1:6 iinvnit p clirocLiDll sr:^ In renewable EDchnal-E^gir^. 

lA: iDctf-clDping propur inia nrru [ ia lu \ ponECure for DEC( and sdl ib£ aubordinaie! 
dcpdrltEicnLs. j q^Ein □ iuns, 'bodi^ ' 


Prnvis-inn ui 1imt-\y iiicMigfrnCE In suppnn ElF!CD DbjecirvE^ On: iilic linbenBDDn^ ^ Russiaj is an energfy supplier. RDadif^ns of energy prTDduci^ns tdiiiiC' London 
Lnecgf^ .Mjecling ind s- j bs equ frni: prnDess. J^HliiydcS cif ks ^ cau nlrn! s in clinuli^ dhange and Uh UUFiXC prnceSi. Vkf/tihtE cconompc sibuaBcOn is adfieClbig 
iCLItiHks EC crwfsEnKnt in i^i^riqy a.nfa renewable la CJirKlDgiC}. iMr; nsgatiilortg ipalitlDnj inUHlAEAprDfii^. Prdviss&Ji priT S^uppc-rE ind txpe-jH^S^ dfi 
inLrcducing Secure IT Is-ITi'LlE^tialL PLaQC. 

A CisEDifirr Engi|pehMhl 


GiC:kl3 Producrtf ind S^ruitas; 

m 


1„ EPR 2.Tifh*rf[i 3. Rdicy ii:^ul 
A.: mA. 














&C1-IQLBUlSi;al' 


KajiaT lis-LKS and Ea.rn^ fDl-QM19 








Ed Mllcb^nd. PPS RsiTV JDvnne-ll 




n*ev4lCip r^] aiioji^ip, pffcvidinp i mlE lUg tmct ^uppurL Ld kiiy c^ieniis and dcnnn'^Enirluig haw 5:iginl nukjcs a diPercnci^'La tlu work aF 
tliB LnlBm^Dnal Bnergy and climait t&i^nge t:eams. 






jPUS BERR 









Climate 
Change 
Mtntsier 




Ds^ector/Dt 


DewEop rcEat to nsh^H providing uitelligencB support to key cvcnls and demonstrating how Sigint mahes a differenciQ to the work of 
the intjornationai onorgy and clEmate change teams. 




Energy 
Minister 


Miko O'Brien 


Director/Df/DDt 


□cve[op rcEattonship. providing intelligence support to key events and demonstrating how Sigint makes a difference to the work of 

the internationaE energy and climate change teams. 




DG 

fntemationai 
Energy & 

Lrslsitat c 

1 rQ r rLj 


Graham White 


HINT 


Develop reEationship^ pnsvtding intelligence and working with the energy team to deveCop UK energy policy. 

JldVldkUjJ rid LllILU 11x^11 LJJ 1, urUvliUlllu IHUf lllutj 111^ allu VrUTnlHu WI1.I1 TllCf VlirilclT,Li ILiUjII lU ^l^uUrL Un UUIu^rLlTu^b 

>evelop relationsh^^ providing intelligence and wcsrking with the climate team to support UK objectives, 
[discussion to develop understanding oFIA service and relatbonshtps needed 
Discussion to develop understanding oFIAservice and relationships needed 




izneigy leBin 


John Mb-vb 


rfIrM uUriiri i/ir 
T 

1 








T 




Climate team 


Jar Thompson 


H!NTJDHtNT/fP 
T 




cto 




lA 








lA 




DSO 




lA 








iA 




/TSO 




lA 


But pEease don't vtew the rTBP as our main contact) 





Geo N Jiria^s} |GC HQ T □ p 1 6 v«l AJ rtl wit H GuiitbrnBr 


V1I53ION 




1 


JvinQ ^ithi Hour Eitijrirnniriaiiv^i Maans 



Top (fivie} Objgfili^et in 08-09 



1^ Apply pra-esure Cliin^t^dBrg^oraie lo hava their teu'iur^ DV cl eara^i 




2: M-aOiilain ^G^rviCB lew^L ^ rriQinU'Dr QEFRA staff mo'wsmsntiE and s fie u re effec;^ivB' liaridov&r& for 











11 - C 1 i m arfca Hili.ang b P S A 2: C-o m m on Agr in u l-tura 1 Pol icy 3- C BR N canti rtjgf^ncy 
woflc under PRE PARE 4 : 1 a c k -cli^a rad sstK^s^ in (ilirna ts- dl nadnr-at^ 5 : C a rb^n 
rading 5; IdwJIC pri^rily oif in^jiQritv of intgre^te 


I; Support on D^FRA'^e work wilh Intfrnaiinn^l Whia^lirig Gairimissiiiii aep ssincB- FCC g-topi^B-d wsrklrkg lliis ttipiic. 
[jf^]/lhins of £ignlf!iE^nt irttipa^at jsidctir SAKLINGHAM?] 2: Insight on Climate nB^Qil-atl-on^ 


GChlQ PrDducti andi SAifviciis. 


1 :EPR (m^a^Lly 5-EyflS. raj5;aLLfl][ 2: rban-rt^siil&nl GCO siarvica 3j Bri^gagemacil: an CMS-s QOv^niiaiienL cJlrrici^ea Gtuanig^a work 



SECON[>EES- 



Hilary Be-inn 




lajoj iSsuB-5 arid targgts- far 0B-D3i 



'R donB 



Traffic Icght 



I 



DG £"rtyirth'irnaf,'f 



Wltsiintr 



Andy LBbrB-chrtl 

Eichard Cow^n 
leniy QBrwant 

(^hris Ooihw^lJ 
Jan ThoitnpBci'ii 

rrav-or Perfecit 



^Bw iroumb^nt not DV'd. Internal ca.ndidalQ bre Light in verv qui^r at a lijwar srade than 
>roviou^ inc JsntwEit bu>t ^ams pay 

s £ J Lew impact cl" Jji 1 1 L!g a n Da Tiai a ets j H q ni tor and Maintain 

6&iJB:£:! Hat cleainad Tai^geS^^ ^.iiDdLiif^gB' ta bfl retted 

sgue^e; Low hiequsncy -of inteliigenee Targets: MarLltar and Maintain- Re&pnnd to ad hcc 
mimal di«iga^«i pandamic^ 

s £ J a^e : MEinfl Targets: if u I |>D &eib liQ suppo rt f or Ih Q UK dsl^s^^ n I WC 
S£LJ».; Msit cldSirod Tar^i^l^e: >Qn&OLjra:gQ- be vstlnd 

1: J^ri Tli^nip&Qn is J rripre iiiformgd ad^r iiici i^if&f^rabiii Eontafct TairQjiits: 
iduc^orl iiitellEgiT^c^B (^^^^^^^^^^^^^^^^^^^^B 

IMeane Targiais:; :fuite«it pa&gibl^ supfhortfar the UK ^cteiegati^ri M iW(^ 





DfID 




GCO Name(s) 


GCHQ Top level Aim with Customer 


DfID MISSION 




Key player in HMG foreign agenda. Maintain good relationships and good interactions, providing all 
Feasible yet proportional support, intelligence, lA, training and education. 


Leading the British Government's fight against world 
poverty 



Top (five) Objectives in 08-09 



1 : Identify/Create desk level linkages across all areas of concern for DfID by end 08 (GCO + D/Hints and IPTs) 2: Develop relationships with country Directors, DG Country Projects and PermSec 
(GCO+ H/lnts and Dl) 3: Streamline reporting provision and cement feedback processes by Sep^^GC^^D/Hints) 4: Promote the early delivery of country strategies to intelligence services by 
end 08 (GCO + H/lnts) 5: Ensure delivery of lA awareness to all DfID colleagues by mid 09 (^^H^^^^^l^^^^l) 



DfID Current Headline Issues 


GCHQ Areas of Impact 


Conflict prevention PSA (Africa and Pakistan focus). Climate Change, 
Corruption and good governance (Iraq, Afghanistan, SSA, Pk), Humanitarian 
crisis in Burma 


Afghanistan/Pakistan Political and security reporting. Support to BDC. Iraq/Iran Political and security reporting. 
Zimbabwe electoral process, UN reporting. 


GCHQ Products and Services 


1. Summary EPR 2. SIS/GCHQ joint reports 3. Senior verbal briefings 4. Active GCO service 5. Training + education at tlie desk and as courses (ie Users of Sigint) 6. lA 



SECONDEES 



Waiar is&u&e and tar&ate for 09r*D& 



Traffic tiflitt 



Douglas AlExand^r 



MiitiJuetijG Shafik 



Mark LChw^ck 



]ava Fish 



0 Part-Africa 



Arrw^ircas, CAE 



Wardall 



Jim Drummortd 



Horcidn Conway 



Michael Anderfion 



Jarfa Hertdritii 




'^ndy Leigh 
<»nny Dick 
J«iiiiirf«ir Leith 
ichard Tilbrdak 



^ndmnr Kbiiningham 



Di 



^sry littfd tiitiB to r&a.d materiat. Notic^ab^y r^duc? volume^ rApdriing Ld SoS 

h/6fy littid tiirtig^ fb^cL material. Fm«ti'Md by vdurtue cf 'tactk^l' in^tallig^nc^ macHiing h^r 
dfrfik- TargiGl« is cove-rgd by Obie{:tivg i ] 

Ha iiHallig^nCfr £4rviCfl in |M^viau« pa&L 






l&suas: Skills in handling} int«llig&nce matieriaJ ndAd davaidping Targats: desk leval traininig 
n pfdcasffig and intaJJi^6n£« risks 





ECGD 




kGCO Name(s) 


GCHQ Top level Aim with Custonter 


ECGD MISSION 


1 


C^ontinue to contribute to ECGD decision-making on financial and political risk. 


To support UK investment overseas by providing 
Government-backed underwriting service. 



Top (fiv6) Objectives in 08-09 



1. Continue provision of intelligence relating to risks to UK investment overseas 



^I^^HIHHHI ECGD Cunrent Headline Issues ^HHlHi 


GCHQ Areas VHH^HHi^H^^^^^^^I^^^^^^^^^^^^^^^^^^^^^^^^^^^^^HHill 


Global credit crunch & how thyis will affect projects overseas. Advance of 
warning of countries in financial trouble is crucial. 


Provision of EPR to support ECGD decisions on credit risk in key markets. 


Services l^jjjjjjjjjjjjjjj^^ 


1 . E PR 2 . P ro vi sio n of off -site sto rag e fo r b a ck-u p SIT disk. 



SECONDES 



I 



Posts 



'eople frames) 



GCHQ Lejdsfs) iflajor issues and targets for ftS-Ofl 



APR done 



Traffic light 



Chief 
Executive 



'at rick Crawford 



Dl 



Director 
Credit 
Risfi 
Grotp 



Qavid Have lock 



DHIhTT/GCO 



Hegtf of 
BD1 

(Aerospac 

e ^ 

Defence) 


Gordon Webh 
toger Qotts 

Anthony Faulkner 


DHLNT/GCO 
DHLNT/GCO 

DHINT/GCO 








Head of 
BD2 
(Energy 
lining) 


Head of 
BD3 

(infrasiruci 
ure. 

Transport 

' — 















RESTRICTED 











ftnn^K B1 to D:iRia2e4n506;3n, 2 July 08 


|B^g.Mflime| 




la u 1 o p lewi AJ m wi [ n Bj-uaiam ar 

C:i!intii^iiu& bua\a into a tru& pia^tner^nip {rco uneifr^taricilng af. and s^uppam far 
(IChlG^s-apeFBtl-Dnal requlre-ments; elhlS'i^Ivs o-f 1 njbe III gene e by F-CO; (saiiBbKorortlQn which makes 
lossihif an In&ne-a-slngiy sctlvf cisnErlbuElfin by'OCIIQ .[both SLglnt and \&) In K^lplngi F-CO schlevf 


-co MISSION 

3^nM vscfiM. B?rt£'r Biltain f& fiesiiiisJE Gla&^i N^t^'em serving me 
whole is! the B.ritlah QiaueinititnL iEas^ntlel LsrvlQes that aupps^rtthe 
^.ritlsh t&andUEiy^ s-uppart Brttlish nalihsinal-s. slsraad , -supptart nijnag«l 
TilfliaElDn IQ britain. l^-Dllcy ^oalB 1-q co-unlitr Eerron&m. weapo-nsj 
irollferatlon and ihtir causes: prevenl an-ia raaolve confll-ct: pnomme a. 
■aw carbon, high growlh, global economy; dev#laip effiecrElw 
nl£inatlandl In-stiluElDn-s. a have all uie UN and EU} 





Top {fives^ QhjjBfctivBH \n DH-OS 



I I II mil ihhi I II III I ihii 1 1 1 I II iHii aim I inM h iiliiiili i liiii 1 1 i i iliiii i m Ml fiii ii ii pli iiii liii ii iiii ii il i iiiii| li li|iinilni II i |iin Mn iiiii mmi li iJ^B^^^^^B "ilm i 'I i illli i iiii ii i| i iiiilliiiii in 

devels-pmenE Qf^unire iT' eystems-'Ea allow id make ieidbi effective u^e -of InEelllgence 1. MsKlmlse- Sl^ginte ca-nirlbullQn t<S' lhs achicwmens af Fcc^^e^lre^uli^Qm^a- [ Routinely Invitadrta all apprapnaie po-licy 
maatlngi^: ilimery acces-^ la palli;^ pap€J^^ Idanlify pcs-slble- e!fif«m cppartunlM^a.; fiCbnrv^Elvlly) A. AgU\€V€- b^tle-r IntaigMllctn iQif Slglntand LA s£ivlc«. la FCO S'. Gic-atar l^al af nutlna K^nEact bfrtwH.n OCHQ 
an.d FC>Qi seniors, and jnap members af PCO SLF to thj^Ji SUIA Inteieais. 



hyary with/wond; evem^, bin >curr«nElv inelu-deO linibab'^, j^lfghdnl-stan, Irrsq, Iran, PaME:Can, *:rovl3lon Elnwlv piodutts, tervkea and -ttdyice to In^arm an<a Influeni^e flCC- Policy forunutatl&n! end Implerrwrnatlon. 

Ka&chv>Q. Chin^lbat. Delivering me new strategic fr^i^ewi^rk with conat^quent iflrrga:ni^i^El{;inal & aviAi^i^z^ and FCCTs ability lo defend I la ne-twarK;. rulur>e IT. Imptrave FCO'Si appreelatlen af. and attlilljrte make 

an d r eisau re e &dj u^un e naj. De 1 1 ve ry at Fl reci e^E 3 rd G^ne ra Man ^F^ Gi). F ulune h,a ndlin g Tti^^li-vs-. ue,±o i. Inie 1 1 Ige-n ce. 
InEe I llfl&n th tq u gn IF. ijPiu% cone e ntr-atlon: a n pe ople , mon e;^ m anag e Jiien t, Impafov Ing 
bulldlnga, di^mniunlfiatl&n, worUng piactlce^) 



SCiHQ Prad!ucba and Services 



1. EPR 2. TIp-affs ^. TalL^^r&d wltten and fsce tolaise brl^flngg il'. Pcdli^ Input 41 GCC^ In and theana. S. lechnl^ial isuptpoit G. LA.afrrvlj^, advl^ie and auppart 



SECOhJDEES 




PE DG PollllcalS 



*flgp|ie [nama-s-t 



Waior issues aiiid tanaais fer 09-10 



Traffic ligh^ 



:idvid h^lllbend 
^eier thickens 
kli RBmmeil 
Lord iMalic^h -Brawn 
Carolina Flint 



ire^of 
I red Of 

P-I, HIWT5.GCO F'CO 



Remain a tms-tad ally; maintain Irequ^ncy of D4reiftai l-i-ls:; vIsJc C-halt^EinBrn In ea/Ly^QQ^ 
;l-le!ba Bu•(M^essfuj Visit ta [^halt«nham by jnid 

'fQijTi cUte be n«ftes -slf InEa lilse n ca, enabi a de i I ve ry , a^ E abli^ h Jain C b H-ef Ing: Baa slana wl th ^ 1^, a rran qs viEil t E a HQ In 25 0';^ 
'rorviote benefiE5 -af InEelligenc^, ensMe delivery, ^sEablish JiSiInt bh>etlngi aitaalDns wim -SIS 



'"fffmcjle benellEa -Qi inEaliigencia, enabia delivery, aaEablish Jaint bH-efIng: aaasiana with -&l^, arrang-e viEilt'Ea lj|[|]ri_^&Qi 



PiJSS 


Gillian M«rran 




K PV. Ji_ 1 K V. ' M 1 


l^aHhe w Saul'd, Dsvlid 






VliacFarlaibd, ^Sliephen 


^Ir Private OHIcb/CCS GCO FCO 














DG^ PoiHii-si 


Vliark Lyall Gram 


il-J 




^IrriDn frasm 


KJlnt 










lony Mather 


M Uk and T, GCO FCO 


Speci.fiJ fi?p^les?Jl^a■^ ^vle 




















t^vihar CticiLidhuiy 












5-1 mon M-aniey 


blHInl^^ 
















I In Hitch em 






Deborah Bronnert 




Ecamomi'c- Ja-sue s 








S^n Wlghuiidn 


Him 








tcrft rJUrrau 




-1 Irvt 

1 1 1 1 L 


Iv idsv^ ■ r<« ■ pi.pi 


Jronrl KAnUrl 






VlichaitI Davidnport 






J=alin J^nhrlna 












^aui JahniStoni 


rtJrrt 


OirSaislh Asia ans 












Adam ThajnEO-n 


^^^^^^ 






■liLfl. 


Dir Ssamfy Bijuf 




MA 






Hlrrt OCOFCO 




i^tony Phllllps^n 


-llrTta 




Sialic Se^lli 


M, Hint. QCO Afghan Is tsn 




i^lilffim Ehmian 


M,Hlnl 




4nne bungle 


M,HlnE 






>l,HlnE. GCO Ir^ 




i-Qhn Jenlclng 


3-1, ceo FCO 


tifM isiamabsif 


Robert. Qrlnkli-y 




HAM rartraff 




HIrvt 






>I.HInl. (3C0 NY 




Situ art Eld&n 


HIrvt GCaMonSi 



^rwnote b^nefiEs -ui Intel lige nee, enatHe deilvery, eBtabiish Jciint b.K-efIng; ^egsicnB wiLh ^1^, arrange viEilt'Ea 

Vlialntaln rc-ladanshlp wllh Msnhcw. C£intlnui?t!o improve laiiiGess landi 'visibility In PrIvEte Offlcta. Bettej 
scce&Ej to Mlnl&Eeilal-l«vel meetlngE Dr>ganlaedi Priirste Offlcsa 

3ulkj r«lstkinEihlp iH^hiiv^en Ma riot and^ D^S CP-s. Ealsbll ah regulai calc h-up aeE^5l-Dna. ManihIyTJ, u-30 P'alrner 
it fior bette-r Ene^E. Mart oonti^ct wlui Di. 
VlBlntaln rc-latianship w.llh rt§ular ^enlar QOinlficL Laak for appaminilleB far "J^vfi D.lploms£iy" 

Afln cmrrfldenca byf-allDwing his diary and brlellng at keytlm^a. 

3ulM leu^l at lA-idvlct and euppart BCLliiw- InvoLwinant In FCO hllgih clQaslfficallisn IT iayatems andl lu-xt. 

llu ltd ralaehsnsihlp, eslablbh ilaw af InteiligenQe- (r&ad fsrid^r^ - Inltl-al fsKus an pAklslan 
iLiltd relatiQn5iln.lp (Wu^^^^Ba. G^Q FCO]i 

I^Hlntaln Strang reladonLhlp, h^:{2nltor Intelliac^nce service (una -al few wnJve- senlar uaera -otf Fortnesa) 
lid LEmn.g relaeionshlp'. .ArrQn-ge visit ta HQ at «Briv 91^ ge 

SU.IM n^ itlaUanshlp. IDellvc-r vlialt to 'HO and Ay Nik for nj«9l vKltta Cy.pruB 

build LErang relaEiQnBhlp> ttkh succeLsar 
3£H3d lelatlQns hip already In place due tu prevlou.a post -uiulnrLaln^ 

^oilln Is- new - B uild r£ Lallan s hip 

ulM relB'tlansihlp 
^atnlEln 
^lainl^in 

Sv^aitlv^ abciuE Intelllgenoe. Qui Id reladanEah^^ 

4II1A. lalamabad designate -6anerally ^uppoitlvia of autunlBskm^ but could b« more bo. Maintain and, IF 
^{i^s-lbl-e. strsngthen lelatlonshlp - 

Vlainlain alraady abang ralatlanahlp 



I 



'^Qintaln 

l&cu&sletn with dCO FCO Btaffand ■vlalted HQ In Mjrsh Q!^ 
SrJeribsfQre taking up pQsM'^e^c^^!^'! 



3rleF:bcfi(bre- tailing up pt^t ifJulyTJ 
ibrangE brleflnig wh^n bach. In lilK 





FSA 




bGCO Name(s) 


GCHQ Top level Aim with Customer 


FSA MISSION 




to provide value from FSA-funded post in serious crime team providing intelligence on serious 
instances of fraud, insider dealing and market manipulation or distortion which involves or 
hreatens UK interests 





Tap (five) Objectives in 08-09 



1. Continue bringing new incumbent of above post up to speed 2. Maintain productivity on FSA-tasited insider dealing operation and COLP-tasked boiler room operations 3. Get Philip 
Robinson (Director Financial Crime) down to Cheitenfiam (Visits office). 



FSA Current Headline Issues 



SCHQ Areas of I mpact 



Sovereign Wealth Funds, global financial instability, terrorist financing, 
Russian, Chinese and Lithuanian attempts to penetrate the UK 
banking/financial markets 



rovision of timely EPR to inform FSA regulation of UK financial sector. Advice on use of intercept in "fit and 
proper" decisions and laE implications. Sigint leads on an insider dealing operation have given a much greater 
understanding of the issues, directly inf I uenced the direction of the investigation and led to further FSA 
collaboration with SOCA. GCHQ reporting on boiler rooms has led to some very tangible outcomes including the 
addition of companies to the list of unauthorised firms on FSA's website on the basis of only one consumer 
complaint of they have corroborating information from Sigint and (through COLP) the disruption of those involved 
in boiler room fraud, including a number of arrests and the seizure of criminal assets. 



GCHQ Products and Services 



1. EPR 2. Support on laE issues. 



posts 


^eople (names) 


GCHQ Le4ds(s) 


t/lajor issues and targets for CF&-Od 


APR done 


Traffic light 


CEO 


Hector Sants 
^hilip Robinson 


□1 

HINT 


VisW to Cheltenham 






Head of 
Financiaf 
Crime & 
tntBlIigenG 
e 















GCQ NamefsT 



MISSION 



onitor for Ad Hoc requirements and ertsure timely service as required 



Ensure better health and well-being, better care anc 
better value for all. 



m 


Top (five) Objectives in D8-Qd 


1: Promotion and delivery of lA service ( 


^^^^^^H) 2: Monitor for Ad l-loc requ irements and ensure timely service as required 



^ Current l-leadline Issues 


GCIHQ Areas of Impact 




Nane 


GCHQ Products and Services 


1 : EP R lino n-res id ent ad -hoc GC 0 a erv ice 


SECONDEE 










Posts 


'eople f names) 


SCHa Le4dsrs) 


Major issues and targets for 03-09 


APR done 


Traffic liglit 




Alan Johnson 
Hugh Taylor 

Sir Uam Dortaldson 


^orte 
Norke 

^one 








P&rmSec 


Chief 

Medicai 

Officer 



Chief 

Scientist 

STRAPSO 



'rof^ssar David Haip^ 



SCO 



t 





Ministry of Justice 




kGCO Name[s) 


GCHQ Top level Aim with Customer 


IfllSSION 




l/Vork closely with them on poilttcal and legal Initiatives to ensure viability of GCHQ's mission 


Strengthen democracy, rights and responsibilities; 
deliver fair and simple routes to civil and family justice; 
protect the public and reduce reoffending; ensure a 
more effective, transparent and responsive crimina 
ustice system for victims and the public 





Top (five) Objectives in OS-Of 


} 


1: Promotion and delivery of lA service ( 


^^^^^^H) 2: Assess re q ui reme nt f or no n~r es i de nt i a 1 G CO se ivi ce ( 





C urre nt H ea d 1 1 ne Issues HHHHHHHHHiP 


GCHQ Areas of Impact 


1: Intercept as evidence 2: 3rd Party 


None- GCHQ is impacted by Justice 


GCHQ Products and Services 


None 





SECONDEE 








Posts 


People (names) 


G CH Q ]j&^s[s ) |i/lajor Iss ues an d ta rgets f o r 


APR done 


Traffic light 



















1 Transport (TranSec) ^ 






Maintain Sigint service 


Transport that works for everyone. A transport system 
which balances the needs of the economy, the 
environment and society 





Top (five) Objectives in 08-09 


1: Promotion and delivery of lA service ( 


^^^^^^^^ 2: Monitor for Ad Hoc requirements and ensure timely service as required 3: Maintain EPR service from ITT 



^^■■■■■HHI^^^B Current Headline Issues ■■■■■■■■■■■■i 




1: Airport Security 2: Threats, terrorist or otherwise, to transport 
infrastructures around the world 3: International security situations 4: 
Indicatbns that preventative measures taken deter attacks 




llil^liliilliil^l^^^^^llllililill^l^lllllllil^l^^llll^ 


1 ] E P R o n Terrori st g ro ups, targets, methiod s 2 : no n -resid ent GC 0 servi ce 3 : Targ eted b ri ef i ngs 




Posts 



I'eople fnamQS) 



GCHQ Le jdsfs) 



Major issues and targets for 08-09 



APR done 



Traffic light 



Head Aviation 

Secufity 

tnternationai 

(Operations), 

Transpoft 

Secufity & 

Contingencies 

DifBGtofate 



Head Threats 
and 

Contingencies, 
Transport 
Secufity and 
Contingencies 
Difectorate 



DfHead Tf-ireatd 
and 

Contingencies, 
Transport 
Security and 
Contingencies 
Directorate 



Threats and 
tnteiiigence 
Des/f Officer 



Threats and 
tnteiiigence 
Desk Officer 



ssues: Continuity and regularity of London representatior^argets: Ensure regular (monthly) 
contact withTranSec unit -i-ad hoc requiremer^s (^^^^^1) 



Judith Ritchie 



ssues: Continuity and regularity of London representatior^argets: Ensure regular (monthly) 
contact withTranSec unit -(-ad hoc requirements (^^^^^|) 



MikeWoodall 



ssues: Continuity and regularity of London representatior^'argets: Ensure regular (monthly) 
contact WithTranSec unit +ad hoc requirements (^^^^^1) 



Leon Brain 



Graeme Eckles 



Kraig McCarthy 



ssues: Continuity and regularity of London re pre 
contact with TranSec unit + ad hoc requ irements ( 




argets: Ensure regular (monthly) 

) 



ssues: Continuity and regularity of London representatior^argets: Ensure regular (monthly) 
contact with TranSec unit -i- ad hoc requ irements (^^^^^1) 



